Page 1 of 1 



United States Patent and Trademark Office 


UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 22313-1450 
vww.nsiito.gov 


*BIBDATASHEET* 

Bib Data Sheet 


CONFIRMATION NO. 2365 


SERIAL NUMBER 

10/071,328 


FILING OR 371(c) 
DATE 

02/08/2002 
RULE 


CLASS 

706 


GROUP ART UNIT 

2129 


ATTORNEY 
DOCKET NO. 

000229/70002 


IAPPLICANTS 

Philip J. S. Gladstone, Framingham, MA; 
Jeffrey A. Kraemer, Wellesley, MA; 

CONTINUING DATA ************************* 

This appln claims benefit of 60/298,590 06/14/2001 

FOREIGN APPLICATIONS ******************** 

IF REQUIRED, FOREIGN FILING LICENSE GRANTED** 

03/08/2002 


SMALL ENTITY 


Foreign Priority claimed 

35 USC 1 1 9 (a-d) conditions 
met 


Verified and 
Acknowledged 


Q yes Q no 

□ yesQnoQ 

Allowance 


Met after 


Examiner's Signature 


Initials 


STATE OR 
COUNTRY 

MA 


SHEETS 
DRAWING 

3 


TOTAL 
CLAIMS 

18 


INDEPENDENT] 
CLAIMS 

3 


ADDRESS 

Barry W Chapin Esq. 
CHAPIN & HUANG LLC 
Westborough Office Park 
1700 West Park Drive 
Westborough, MA01581 


TITLE 

ACCESS CONTROL BY A REAL-TIME STATEFUL REFERENCE MONITOR WITH A STATE COLLECTION 
TRAINING MODE AND A LOCKDOWN MODE FOR DETECTING PREDETERMINED PATTERNS OF EVENTS 
INDICATIVE OF REQUESTS FOR OPERATING SYSTEM RESOURCES RESULTING IN A DECISION TO 
ALLOW OR BLOCK ACTIVITY IDENTIFIED IN A SEQUENCE OF EVENTS BASED ON A RULE SET 
DEFINING A PROCESSING POLICY 


FILING FEE 
RECEIVED 

370 


FEES: Authority has been given in Paper 

No. to charge/credit DEPOSIT ACCOUNT 

No. for following: 


□ All Fees 


□ 1.16 Fees (Filing) 


Q 1.17 Fees ( Processing Ext. of 
time ) 


D 1.18 Fees ( Issue ) 


□ 


Other 


□ Credit 


